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Facebook has over three-quarters of a billion users 

around the world and fans in every country.  It’s user 

base is so large that each one has been valued at 

around US$100. 

This figure is the value, in advertising revenue, 

each user of the service brings to the company. 

At the end of 2010 Facebook was valued at 

around $70bn but had very little in actual assets 

(with the exception of computer servers, staff 

and offices) to justify this. 

Facebook’s real assets are its users, people like 

you and me.  The people who click on adverts, 

buy games and follow businesses. 

On the face of it there’s nothing bad or sinister 

about any of this, except that not every person 

and business using Facebook wants to play by 

the same rules of ethics and fairness that you 

do. 

In this guide I’ll talk you through the privacy 

problems with Facebook, what to look out for to keep 

your personal information safe, and how easy it is to 

keep yourself safe when you’re using the service. 

Facebook 

was founded 

in 2004 in 

Cambridge, 

Massachu-

setts by 

college 

friends Mark 

Zuckerberg, 

Eduardo 

Saverin, 

Dustin 

Moskovita 

and Chris 

Hughes. 

 

The 

company 

has an 

annual 

revenue of 

US$2 billion 

and three 

quarters of a 

billion users. 

http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
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http://twitter.com/mike_halsey
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Information?Information?Information?   
It’s always your most personal information that 

people want to get access to, but what exactly is this 

information, why should you guard it and what do 

they want to do with it? 

Just in the same way that marketing companies have 

traditionally wanted your address and phone number, 

so that they can call you or post you sales and 

marketing documents, this information is also 

valuable to malware writers. 

 

Why do companies want Why do companies want Why do companies want 

this information?this information?this information?   
It’s very difficult for companies to effectively market 

themselves.  Facebook and Internet searches make 

this slightly easier as you are expressing a ‘like’ or 

preference for something. 

Even so they need ways to reach you and companies 

will regularly sell copies of their customer databases 

to marketing firms. 

By far the 

best way to 

prevent 

companies 

from getting 

access to 

your 

personal 

information 

such as 

address and 

phone 

number is to 

not place 

them on 

your 

Facebook 

profile. 

Email Address 

Postal Address 

Landline Phone Number 

Mobile Phone Number 

Date of Birth 

Credit Card Details 

Mother’s Maiden Name 

This information helps companies contact you directly 

and can be far more effective than placing an advertise-

ment on a website hoping that you will click on it. 

Ultimately the ‘click-through’ rate for online advertise-

ments is very low, so any way that companies can contact 

you directly is better for them, especially if they can then 

personalise that contact with your own name. 

http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
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CriminalsCriminalsCriminals   
Legitimate companies wanting marketing information 

is one thing, but criminals also use Facebook to try 

and gain access to your sensitive information. 

They typically do this to get you to surrender valuable 

credit card details, or other private information such 

as your date of birth and mother’s maiden name. 

This information is commonly used for security 

questions of email services and websites including 

Amazon, eBay and even Facebook itself. 

Armed with this information criminals 

can then access your personal accounts, 

buy good fraudulently with your money 

and use your email to send spam and 

viruses around the world. 

Criminals 

really want 

access to 

your credit 

card and 

banking 

details, and 

they’ll do 

anything and 

everything 

possible to 

try and trick 

you out of 

them.   

This can 

include 

making you 

believe your 

computer is 

infected 

with 

malware and 

“selling” you 

fake anti-

virus 

software. 

http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
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Stays on the Internet!Stays on the Internet!Stays on the Internet!   
It’s a commonly misunderstood that while the phrase “What 

happens in Vegas, Stays in Vegas” means that things can be 

kept private, what goes on the Internet can be there forever! 

If you share personal details, thoughts, photographs, videos or 

indeed anything publicly on the internet it 

can stay there forever and not just until 

you delete it. 

Search engines and other websites can 

store your information or your friends may 

share it publicly on their own profiles. 

 

Do you feel lucky?Do you feel lucky?Do you feel lucky? 

You could find that the drunken photos you took on your last 

summer holiday are suddenly impossible to get rid of and are 

online forever. 

While this is a ‘worst case’ scenario, you still need to manage 

your online privacy carefully with Facebook and all other social 

networks on the Internet. 

This especially includes Twitter where everything you write is 

publicly available, all of the time! 

It’s easy to 

take risks on 

the Internet 

when you’re 

young and 

post rowdy 

or risqué 

photos 

online.   

Think before 

you act 

though what 

might 

happen in 

the future 

though if 

those 

photos 

aren’t 

hidden from 

all but your 

closest 

friends, or if 

one of those 

friends takes 

their own 

copy of it. 

http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
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Applying for a new Applying for a new Applying for a new 

job?job?job?   
Did you know that it’s common for 

employers to search for your name on 

the Internet before deciding who to 

call for interview? 

If you are sharing information publicly 

including things you’d prefer only 

your friends see, this could prevent 

you getting the job you want. 

Even sharing something online that 

seems like fun now could count 

against you in one, two, five or even 

fifteen years time. 

 

It’s 

becoming 

more and 

more 

common 

practice for 

employers 

to look up 

potential 

candidates 

on Face-

book. 

Publicly 

saying bad 

things about 

a past or 

current 

employer 

can harm 

your 

chances of 

getting good 

jobs in the 

future. 

http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
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The rules for staying safe on Facebook apply equally 

well to many other websites.  Here, I’ll talk you 

through a quick guide to how you can keep yourself 

safe online. 

 

UsernamesUsernamesUsernames   
When deciding on a username for yourself for 

a website try to avoid anything containing the 

following… 

 

 Your date or year of birth 

 Your middle name or initials 

 Any personally identifiable  

  information other than 

  your name 

 

The reason for this is that by including information 

such as the year of your birth you are giving criminals 

valuable personal information that is also used for 

Even though 

the 

username 

you want 

may not be 

available, 

always avoid 

using your 

year or date 

of birth. 

This is 

information 

useful to 

criminals 

who want to 

get access to 

your 

accounts, 

online or on 

the phone, 

who can use 

it to bypass 

security 

questions. 

http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
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When deciding on a password always avoid using any 

of the following… 

 

 Common words and names 

 The word ‘password’ 

 The numbers ‘123’ or ‘12345’ 

 Names of family members or pets 

 Anything easily guessable about you 

 

Make your password a minimum of 8 characters long 

and preferably between ten and fifteen characters 

long and use upper and lower case letters. 

 

 

 

You can use numbers and symbols and even substitute 

these for letters in a word.  In the example below each 

password is more secure than the last. 

 

 HolidayMan 

 H0l1dayM4n 

 H0l!dAyM4n 

 

Try and have different passwords to with your most se-

cure being for your email, the a separate one for shop-

ping than you use on Facebook. 

To check how secure your password really is visit 

www.howsecureismypassword.net 

To make a 

password 

really unique 

append 

some letters 

from the 

name of the 

website to 

its end. 

Try to avoid 

the first few 

letters as 

this might 

give away 

your other 

passwords. 

Try the 

second, 

third and 

fourth 

letters or 

perhaps the 

last three 

latters of the 

website 

name.  

http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
http://www.howsecureismypassword.net
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Privacy Settings?Privacy Settings?Privacy Settings?   
To manage your Facebook privacy settings you will need to log 

into Facebook.com in a web browser.  Commonly apps for 

tablets and smartphones (such as the iPad) don’t allow you to 

manage your privacy. 

All the main settings for your privacy in Facebook can be found 

in the top right of the Facebook window. 

Click on the Account link to bring down the menu of options. 

 

Edit Friends 

Here you can control which of your friends sees what 

information about you.  More on this in Part 4. 

Account Settings 

These are the settings for controlling your email address 

and password. 

Privacy Settings 

This is where we will begin and look at all the privacy 

settings and what they do. 

Facebook’s 

record with 

managing 

your privacy 

isn’t good 

and on 

occasion 

they have 

been heavily 

criticised for 

making too 

much of 

your profile 

public. 

Do no make 

assumptions 

about how 

any website 

manages 

privacy.  

Companies 

need 

revenue and 

your 

personal 

data is 

valuable. 

http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey


Here you can control if 

your Facebook profile 

is visible to all 

Facebook users or just 

friends of friends. 

 

The main privacy panel 

with simple controls for 

Everyone, Friends of 

Friends, just Friends or 

Custom controls. 

 

Here you can control 

what information 

about you apps and 

games can access. 

 

Want to block a person 

or an app?  You can do 

it here. 

 

Finally here is 

Facebook’s own privacy 

help. 
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Privacy OptionsPrivacy OptionsPrivacy Options   
The main Facebook privacy options are… 

Everyone 

This makes your information available to the 

wider Internet with search engines and 

other websites able to see everything. 

Friends of Friends 

With these options your information is still 

available to everyone who if friends with 

one of your friends.  This could be many 

thousands of people and include people 

who you would rather did not have access 

to your personal information, status 

updates and photographs. 

Friends 

Here only the people you have accepted as 

friends can see your information. 

Customising your Customising your Customising your 

Privacy OptionsPrivacy OptionsPrivacy Options   
Some aspects of Facebook privacy allow you 

to set custom options. 

These allow you to hide information from 

individual people or from lists of people. 

I’ll show you how to set up friends lists on 

page 27. 

On page 27 I 

talk about 

how you can 

create lists 

of people on 

Facebook to 

help manage 

your privacy. 

You can 

create lists 

for anything, 

perhaps 

work 

colleagues 

and then 

hide certain 

types of 

content 

from any 

new friends 

you add to 

those lists. 

http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
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FacebookFacebookFacebook   
These options control how people can find 

you on Facebook and who can contact you. 

These options also control which Facebook 

users can search for you.  Anybody can be a 

Facebook user, so if you would rather keep 

your profile private, and only searchable by 

friends, friends of friends or on a direct web 

link that you can email people to invite 

them, change the Search for you on 

Facebook option. 

You may also want to prevent people you 

don’t know from seeing who you are friends 

with.  Change the See your friends list 

option for this. 

There are other options available here 

including being able to prevent people who 

are not friends what town/city you live in 

and what your likes and activities are. 

These options can be customised further, so 

you can block specific lists of friends from 

seeing this information. 

There is more on friends lists on page 27. 

It’s wise to 

put some 

thought into 

what 

information 

you want 

people to 

access on 

Facebook 

and other 

social 

networks. 

Companies 

and 

criminals 

can’t access 

your date of 

birth, 

address and 

phone 

numbers if 

you don’t 

put them 

online.  Do 

you really 

need them 

online? 

http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey


  

 

18 

MikeHalseyMVP 

@mike_halsey 

Click for links 

The Facebook 

Privacy Guide 
By Mike Halsey MVP Sharing with Sharing with Sharing with 

FacebookFacebookFacebook   
By default, Facebook offers three basic 

levels of sharing, Everyone, Friends of 

Friends and just Friends, and I spoke about 

these on page 18. 

It also offers a Recommended 

setting. 

You can choose one of these 

default settings just by clicking 

the appropriate option in the 

grey left-hand panel. 

In the left-hand panel small 

dots will show you who will 

have access to and be able to 

see different aspects of your 

profile for each of the default 

settings levels that you choose. 

This display will change straight away after 

you choose a settings level, so that you can 

see straight away what effect on your 

profile those particular settings will have. 

There is a separate option here to Let friends of people tagged in my photos and posts see them.  Ticking this option will 

allow friends of friends see the people you are in photographs with, regardless of what type of photograph that is. 

The default 

sharing 

options can 

be good, but 

they’re no 

substitute 

for you 

deciding 

yourself 

what 

information 

is to be 

shared and 

with who. 

Just because 

Facebook 

recom-

mends 

something 

remember 

it’s probably 

because it’s 

in their best 

interests, 

not yours! 

http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
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Sharing OptionsSharing OptionsSharing Options   
Clicking the Customise Settings 

link in the sharing options page 

will allow you to personalise these 

sharing settings. 

 

 

 

You can choose individual options 

for every aspect of your profile 

and also block individual people or 

lists of friends. 

 

Things Others Things Others Things Others 

ShareShareShare   
Here you can also control what 

things about you can be shared by 

other people, for instance 

photographs in which you are 

tagged where you will be 

highlighted to friends of friends. 

The sharing 

options in 

Facebook 

are well 

worth 

spending 

some time 

customising! 

This is where 

you will get 

the 

maximum 

control of 

who, what 

companies 

and what 

apps get 

access to 

what on 

your profile. 

http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
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This section is important for four very good 

reasons as it includes the following privacy 

settings. 

Apps you use 

Here you can remove any apps you no 

longer use.  More details on this can be 

found on the next page. 

Information accessible 

through your friends 

Do you want apps and Facebook partner 

websites knowing about your friendship 

connections?  Edit them here. 

Instant Personalisation 

Unticking this option prevents Facebook 

sharing your information with partner 

websites for targeted advertisements 

based on your Facebook activity. 

Public Search 

Here is the main option to show or hide your 

profile from Internet search engines including 

Google and Bing. 

It’s well 

worth 

removing 

permissions 

for apps and 

games you 

no longer 

use. 

The more 

apps and 

games you 

authorise 

the more 

companies 

you are 

sharing your 

personal 

information 

with. 

http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
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In the Apps you use section you can manage and remove any apps and games you no longer use, didn’t 

mean to authorise or that you suspect are malware. 

Remember that when you authorise an app, you give it access to your personal information and profile.  

You can remove an app simply by clicking the x to the right of it.  Clicking edit will show you what personal 

data the app has been given access to. 

You can 

control 

some 

individual 

permissions 

for apps by 

editing them 

in this panel. 

However 

some apps 

may stop 

working for 

you if they 

don’t have 

the 

permissions 

they want or 

require. 

http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
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Would you like to block a person or an 

app? 

Here you can manage the people and apps 

that are blocked on your profile. 

There is a great deal of control available 

here including blocking all app and/or 

event invites from specific people if you 

like them as a friend, but they are a 

nuisance online. 

If you want to unblock and app, this is not a 

good place to do it as it will not show you 

all your blocked apps.  I will show you how 

to unblock an app on the next page. 

You can also block apps in your main news 

feed by clicking the blue X icon in the top 

right of the news alert. 

 

Here you 

can block 

people, 

pages and 

apps from 

posting to 

your wall, 

but the tools 

here for 

unblocking 

them aren’t 

very good. 

I’ve detailed 

how you can 

unblock 

people, 

pages and 

apps on the 

next page. 

http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
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Pages and AppsPages and AppsPages and Apps   
Sometimes you block something you didn’t 

mean to, or change your mind afterwards. 

You can unblock an app in the news feed 

on the Facebook website by scrolling right 

to the very bottom of the page and clicking 

the Edit options link. 

This will bring up a window showing all the 

people, apps and pages that you have 

hidden from your news feed. 

You can click the blue x next to 

everything you no longer wish to hide.  

 

When you 

are editing 

your feed 

settings you 

will also see 

the options 

to show 

posts from 

all of your 

friends and 

pages or just 

friends and 

pages you 

interact 

with the 

most. 

If people are 

missing from 

your feed 

this could be 

on the 

wrong 

setting.  

http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
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Privacy Settings in Privacy Settings in Privacy Settings in 

your Facebook your Facebook your Facebook 

AccountAccountAccount   
There are additional privacy settings 

available by clicking on the Account 

Settings link from the top right of your 

Facebook screen. 

These include being able to manage your 

current allowed Applications and games, 

use your Mobile phone to update 

Facebook (if you do not own a smartphone 

with a Facebook app), control your 

Payments options if you buy things on your 

credit card with Facebook, and control how 

Facebook Adverts are displayed to you, 

and what information about you is shared 

with third-party advertisers. 

 

Have good 

look through 

all your 

account 

settings in 

Facebook. 

Do you 

really need 

credit card 

payment 

information 

or your 

mobile 

phone 

number 

there? 

Controlling Email Controlling Email Controlling Email 

NotificationsNotificationsNotifications   
You may already get a lot of email 

from Facebook.  In the Notification 

section of your Account Settings you 

can select what emails you want to 

receive from Facebook and from the 

Apps and games you are using.  

To control the emails you receive 

from Groups that you join, go to the 

Group’s page and press the Edit 

Settings button at the top of the page. 

http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
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In the Security section of your Account you can control settings that can provide better security when using Facebook 

online, and be alerted if anybody tries to access you account. 

Secure Browsing 

Turning this on will make sure that when you use Facebook in a web browser, all the information you send and receive 

between Facebook’s servers and your computer is encrypted.  This can prevent malware and hackers intercepting it. 

 

Login Notifications and Approvals 

These settings can help prevent people logging into your Facebook account from an unauthorised computer.  They will 

not prevent people logging in using a computer you have already authorised such as your computer at home, but they 

will notify you whenever an unrecognised computer is detected, and can optionally be set to request further 

authorisation from you before allowing access to your account. 

Remember, if you use Facebook for purchases, perhaps tokens for games, then you may have credit card details stored 

with the website. 

The secure 

web 

browsing 

option will 

only work 

when 

accessing 

Facebook 

from a web 

browser. 

Using a 

mobile app 

on a 

smartphone 

or tablet will 

not 

necessarily 

encrypt the 

data passing 

back and 

forth. 

http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
http://www.facebook.com/mikehalseymvp
http://twitter.com/mike_halsey
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Lists?Lists?Lists?   
I’ve talked about organising your friends 

into lists.  You can use lists to group blocks 

of friends together to make them easy to 

organise. 

For example, you might want to create a 

list of current work colleagues.  You can 

then deny this list access to information 

such as your current status and 

photographs. 

 

Creating ListsCreating ListsCreating Lists 

To create a list select Edit friends in the 

Account menu and then press the + Create 

a list button.  Facebook will ask you what 

you want to call the list and who is to be a 

member of it. 

You can later add and remove people from 

lists in the Edit friends view by clicking on 

Edit Lists next to their name and ticking or 

unticking the lists to which you want them 

to belong. 

You can use 

friends list 

to group 

people 

together to 

hide 

information 

from them. 

However 

you can also 

use lists in 

Facebook 

chat to turn 

on and off 

whole 

groups of 

people that 

you may or 

may not 

want to talk 

to in real 

time. 
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Friends ListsFriends ListsFriends Lists   
Once you have your friends lists 

set up you can modify them in the 

Edit friends view by clicking on 

the links for the appropriate list in 

the left panel of the screen, see 1. 

You can also use this view to add 

multiple people to the list or to 

remove people from it. 

Finally, at the bottom of the list 

there is a Delete list link which 

can be used to delete the list 

completely, see 2. 

 

Be careful 

when using 

friends lists 

to hide 

certain 

information 

from certain 

people, for 

example 

status 

updates or 

photos. 

Check your 

lists settings 

carefully to 

make sure 

every friend 

you want 

included is 

on the 

correct list! 
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Malware any anything that is intended to cause harm 

to your computer (cause your operating system to 

become unstable, delete or encrypt your files), steal 

your personal data or use your computer for criminal 

activity such as attacking websites and blackmailing 

companies. 

Some apps on Facebook are malware as they 

pretend to be something safe and harmless, while 

they are really only interested in your personal data 

and contacts list. 

 

What is Spam?What is Spam?What is Spam?   
Spam is unsolicited messages that either 

tries to sell you goods, which are usually 

fake, or it tries to convince you that it is a 

genuine message from a bank or website 

asking you to log-in to confirm your 

security or other details.  The website will be fake 

and will attempt to steal useful information including 

your email address, usernames, passwords, mother’s 

maiden name, date of birth and credit card and 

banking details. 

No website or bank will ever send you an like this! 

Staying Safe OnlineStaying Safe OnlineStaying Safe Online   
To keep yourself safe online, just follow these simple 

steps. 

1. Always keep your computer up to date with 

the latest security patches and updates. 

2. Install anti-virus software on your computer 

and keep it up to date. 

3. Use the on-screen keyboard on your computer 

to log into banking websites, as keyloggers 

can’t detect what you are typing on it. 

 

 

 

 

 

 

 

No computer, tablet or smartphone is immune to 

malware.  Look for a green or red address bar in your 

web browser to signify a known safe or unsafe 

website. 

All web 

browsers on 

desktop 

computers 

will display 

red or green 

address bars 

for known 

unsafe and 

safe 

websites. 

This is not a 

“catch all” 

however 

and also 

may not 

work on 

mobile 

phones and 

tablet 

computers. 
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MalwareMalwareMalware   
Malware on Facebook can take many different forms 

but usually follows the same pattern. 

1. The malware will try to trick you into clicking 

on it by saying “Why are you tagged in this?”, 

“OMG! I can’t believe he did this”, “Dad walks 

in on his sexy daughter vid” or similar. 

2. The malware will ask you to authorise it as an 

app or to complete a test by pressing keys.  

These key presses usually serve a purpose such 

as promoting it to your friends. 

3. If you authorise the malware it will appear on 

your wall and possibly also post itself to your 

friends walls. 

Staying Safe from MalwareStaying Safe from MalwareStaying Safe from Malware 

If you are ever in doubt about a link, post or 

message, follow these rules. 

1. If you click on it and it requires authorisation, 

do not allow this. 

2. You can ask a friend in chat or via a message if 

they really intended to post this to their or 

your wall. 

Video on 

Facebook 

will play on 

your wall 

without 

having to 

leave the 

page. 

If you click 

on any video 

that takes 

you away 

from your 

wall to a 

website that 

looks like 

Facebook, it 

is probably 

malware. 

Also any 

video that 

requires a 

codec or 

authorisa-

tion will 

probably be 

malware. 
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Malware can appear on your or your friends walls at 

any time, but is very common during big 

international events. 

The Japanese earthquake, the killing of Osama Bin 

Laden and the death of Michael Jackson were all 

occasions when links and fake videos appeared on 

Facebook  trying to trick people into clicking on 

them. 

 

 

Reporting Malware to Reporting Malware to Reporting Malware to 

FacebookFacebookFacebook   
You can report any link, post or video as potential 

malware or spam by clicking on the blue X next to it 

and selecting Report post or spam.  It doesn’t matter 

if you’re wrong as you can’t get innocent people into 

trouble with Facebook. 

 

Removing Malware Apps Removing Malware Apps Removing Malware Apps    
If you accidentally authorise a malware app, or any 

suspicious or unwanted application, and you want to 

prevent it getting access to your personal information 

and data you can remove the authorisation for the 

app using the same methods for removing legitimate 

apps and games. 

You will find instructions on how to do this on page 21 

of this guide. 

There’s no 

harm can be 

done in 

reporting 

suspicious 

posts, pages 

and apps to 

Facebook. 

The more 

vigilant you 

are, the 

more people 

can be 

spared from 

being tricked 

into giving 

up their 

credit card 

or other 

personal 

details. 
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help and advicehelp and advicehelp and advice   
In the Accounts menu in the top right of your 

Facebook screen you can access the Facebook 

help centre. 

Here you can find a great volume of additional 

help and support including the Safety Centre 

where you can get help and advice on keeping 

your children safe and on subjects such as 

bullying. 

 

 

Do I offer more help?Do I offer more help?Do I offer more help?   
As well as this free guide I also offer help and 

advice on my own website, theLongClimb.com, 

on Twitter and of course on Facebook.  You can 

access those using the links below. 

 

 

 

I hope you’ve found this guide helpful.  Please 

pass a copy on to your friends and family. 

The 

Facebook 

Safety 

Centre can 

offer advice 

on bullying 

and the 

safety of 

children 

online. 

You can also 

find links 

here to 

support and 

other 

organisa-

tions who 

can help if 

you are a 

victim of 

crime or 

harassment. 
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